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Chapter 1 Application in WAN

1.1 Requirement

Requirement:
1. Multi installation site for DPU3000 series Access Controller
2. Head office for management centre.

HUB Router 1%

PC Server

London
Head Office
DPU30L2NT

Internet

Washinglon G
DPU3044NT

New York

DPU3012NT

1.2 Solutions

Solutions:

1. Make a virtual connection through VPN technology. But we will not introduce it in this
manual, and you can get support from microsoft.

2. Fixed Public IP in Head office for management centre. We will introduce this solution in this
manual.

There is a solution to solve the problem about how to control the Access Control System through
WAN in different places.
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Router 1%

PC Server

London
Head Office

DPU3OLZNT

Internet

q Washington o

DPUSO12N] DEUS024NT N\ DPUSOLZNT DPUB044NT

As you can see in the picture, there is a PC server in London, a controller connect the PC server
through HUB directly, then there are two controllers in Washington, the other two in New York,
and now it is going to connect these controllers with the PC Server in London through
WAN.There is a way introduced in Chapter 2 to connect controllers to Sphinx through WAN.

1.3 Condition before configuration

Please make sure below conditions are existing. If not, please create these conditions.

Conditions:
(1) There is a fixed public IP for Router 1# in head office (server).
(2) Router 1# will support MAPPING feature.

Solution:
(1) PC Sphinx will work as the server (Host).
(2) Panel will work as Client.
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Chapter 2 Steps of Configuration

From the follow picture, there is a fixed IP in PC side. PC will work as the TCP server (Host), and
Panel will work as TCP client.

Fixed 1P:192.168.0.1
Public 1P:202.196.135.138

Router 1%

PC. Server

LAN 1#

Head Office

Fixed 1P:192.168.2.1

DPU3012NT

Internet

—

Router 2&

Fixed 1P:192.168.1.1

o

i AN 28 i
ppusorzyy AN 28 DPU30SANT

As above, you should map the port of Router 1# to the PC Server which has been installed Sphinx.

2.1 Server Site Configuration

2.1.1 Configuration in Sphinx

In this case:
host / Server IP: 192.168.0.1
Router public IP: 202.196.135.138

Click “Setup/Communication/Communication”.
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Communication Configuration - (e

Seryver| Communication | Clock Adjustment I Desktop Reader & Card Mumber Formatl D4R I Intrugian | Fingerprintl Face Recognition | Times Cantee| * [ *

Cammunication
Metwark Delay Time 1000 % Milizeconds
[ Giet events from panel initistively [Meed re-start Software),

Get trangactions one by one (RS5485 Bus)

[ Time duration between swipes for the zame event 1

0]

[ Send data to controller after hansactions

Get Compaonent Status with Component Events (During un-saved Component Events, don't check it] )

[]'write communication log

[ Area will be changed by valid event Pafithout sensor, PC should be onling).

I [T Every day will change all personnel area to the specific area
[¥] &/l the controllers share temp date and holiday.

| [ For invalid card evert, uze the softwan

[ Using multi-threade:

Ui

@ Download Configuration for all controller automatically

Please check this one "Small
Data communication™

Eck level again

CRication with the TCP contraller

zmall packet to communicate [for 'WaN ar Intemet)

MAC should be the KEY
words during there are
several panels in any place.

) Download Configuration for all contraller manually

Metwark Controller Setup

Host IP Address - Key

19216804 ] 1 |P address for kegords [for a fised P, LAN]

Listening Part Restart time [Sec) 073FNE &

800 % @) MALC address for keywords [for dynamic [P/ WAN) Dl Time [M5] - %

Send UDP Reset Command when Network Contraller is disconnect lDefauIt { bdd 3 ] l 2Hours I
Timing Daownload Caontroller Parameters Carfirmed by Centre

[ Time1 [ Time 2 [ Tirne 3 [ Tirne 4 [ Time & [ Time & Timeaut(5 ]

00:00:00 = 00:00:00 = 00:00:00 = 000000 = 00:00:00 = 00:00:00 = 30 &

[ ak. ] I Cancel I I Apply

IP address as keywords: You can check “IP address as keywords” when there is 1 piece panel in
any place.

MAC address as keywords: You have to check “MAC address as keywords” once there are
several panels in some place. Of course if there is only 1 controller in any place, you can use "IP
Address as Keywords".

Small Data communication: This feature is only for WAN. So, you are supposed to check “using

a small packet to communication (for WAN or Internet)”, and check the “MAC address for
keywords” because there are several panels in the internet.

2.1.2 Mapping port of router to Server PC in Head office

Regarding this step, you have to ask your IT manager, because only this person will know all
parameter of network.

Then, make a map in the gateway of Router 1#: input the monitor port 8000 and the computer’s IP
address on the follow picture.
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The map is: One port in the gateway of Router 1# «——— the IP of “TCP SERVER”+port
number. The setting of gateway can be modified to complete mapping in the Router 1#, such as
the follow picture.

OpenlLinksys

System Status IPv4 Forwarding

System Status —

_ _ Enable Agreement Source TP External Port  Internal Port  Internal TP Description

Online Equipments Yes TcF 81 0 172211121 BegatesDVR.

Site Record @ 1 [=] 8101 8101 172.21.1.121 BegatesDVR

Log Monitorin,

g. 5 E = Delete OK Cancel

Bandwidth Monitering Yes TcF a2 50 172.21.1.52 t£a:sharepoint

Real-time Traffic Yes 1cP 3082 3080 172:21.1.52 tfartfs

24 hours Traffic TCP

Daily Traffic Add

Weekly Traffic
Monthly Traffic
IP Traffic Monitoring

Utalities

Basic Settings

Advanced Settings

Port Forwarding
IPv4 Forwarding,
IPv6 Forwarding
DMZ Settings
Port Tnggenng
UPnP Settings

Access Resinictions

QoS Settings

IP Bandwidth Limit

Network Announcement
USB Applications
VPN Settings

System Managerment

About

Restart
Exit

Click “Port Forwarding\IPv4 Forwarding”, add “TCP PORT” , such as “8000” and “server’s IP
address” , click “OK”,

Among them, the “server port” should be consistent with the port used in software.

2.2 Setup panels in local place

2.2.1 Setup panel in LAN2#

Configure panel through TCP/IP Setting: TCP/IP Setting is a tool for local network, so you cannot
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setup this panel through TCP/IP Setting from any PC in LAN 1#, because you cannot find this
panel in LAN 1#.

Run TCP/IP Setting from any PC in LAN 2#, you will see below picture.

JODADFLODGIEF 1921683111 DPUS0ZZNT
JODADFLODB47E 1921685147 DPUS02ANT
JODDFLO0G3TF 1921683109 DPU30ZZNT
JODADFLODGEEE 1921682157  TC344
JODADFLODGIEC 1921683105 DPU30ZZNT
JO0I0FOO0Z367  192168.312 T34
PE Netwark Corfiguaiion D10FOO0EBEE 192168372 T34
by D10FOO0BAT2 1921683108  DPU302ZNT
O10FOO0ED.3E 1921683253 DPUI04ANT
P Mask: 255.255.248.0 A 0010FO006378 1921683705  DPU30ZNT :
Gateway: 1921682249 - 1 b

/0 Sekctal E Search finished. Total: 28 PCS
[ Standalone [ Fingerprint [

LConnect Controller

Connect &)l Contrallers

Exit

&R Search and Upload Controller KR TCP/IP Setting |
Search Options Pl [ Seach I tMac Address IP Address tadel Marne o
) COM Pt | = A,0010F00071.93 1921683252 DPU30SENT

e 5 [ Manual Configure l A, 0010F00028D6 152185028
[ futo Eonlig I L gg} giggg ég ?Ce? lggl 22212;3 DPL302ZNT
) MR RABIER [ T || <hootoroonssed m2eaiiz DPUSBZNT
0.0.0.0 A ODI0FOODESTS 1321683104  DPUIMZZNT -
[ Beset || hooioFooosFEE 1921883280 DRUTDIZNT "
[ vy l ,0010F0003601 1921684157  FSCBIOS
J0010FO001TEF 192168311 DID31ER
[ l
[ l
[ l

[] Do not show existing devices

e e e e e e e e e

o

~

TCP/IP Setting | Mac: 0010f0006373
M odel: DPU30Z2NT
Mac Address: 00.10.FO.0063.73
Marmne: / Panel IP in LAN 2#, for
/ example 192.168.1.103
IP Address: 192 168 . 1 .103
taszk: 265 . 2566 .248 . 0
Gateway: 192 168 . 1 . 1
Port 2000 / Public Fixed IP of Router 1#,
otk Mode: TCP Cliert 1 for example: 202.196.135.138
Huost IF: 202 196 .135 .138
Host Part: 2000
Auta Config ] [ Ok ] [ Cancel

Mac Address: Physical address of the controller, an unchanged and unique TCP Mark.
Name: Controller’s network identity, can be identified by users.
IP Address: The IP of NT controller, the unique mark on LAN 2#.

Port: Input the network monitor port in this part, and TCP\IP module monitors the
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connection request of data server in this TCP port. Normally, the port is 8000,you

can choose the other free ports when the port 8000 be used.

Server IP: In this part, you should input the public IP Address which manage the computer
server.

Server Port: Input the data server’s monitor port in this part, and the server is waiting TCP\IP
module’s connection request at the port. The common port is 8000.This port should
be mapped though LAN 1#, and transferred by router.

You can add panel by adding the controller’s Mac address or IP address, instead of using “search”
in the software, and Controller parameters should setup before adding.

Of course you can setup this panel through IE browser also, but | will not introduce it here.

2.2.2 Setup panel in LAN 3#

Do the same step as 2.2.1 in LAN3#.

2.3 Add panel in Sphinx software

Please add a panel in "Setup/Hardware/Panel"”, and click "Add" to finish this step. Don't use

“search”, because “Search” is not available for WAN, just for LAN.
B Convrolier Confiuration TN DT T O

Controller List
Cantraller 1D Marme Model  Firmware Connected Line 1D Hast PC COMAP Mac Address  Site Mame:

1 DEMO DPU3024NT DPU3024MT W03.02 il 0 KALWIN-£2405 192168.1.102  0O010FO0007653 Keyking Group

Total 2 Online: 0

[ Seach J[ 4dd [ Deete |[ Edt ][ ChangeHost |[ Refiesh || Site Management ] Locate ]

[ D ownload Canfiguration ] [ Download Config to 41l [Local) ] [ Download Canfig to &l ] Download Emergency Card Download Fonts

l Firmnware ” Update ] [ Update all ] Download &l Contrallers Fonts

Line|D  COMAP Status  Description Progress
o 1321881102

1 1aziea2103

¥ 192188522

Click Add, and type all information needed for this controller you would like to add to system.
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T - Choose a correct model to
Cantroller matCh thIS panel |n LAN 2#
D Model
1 % DPU30ZENT Controller[2 D
Mame

Controller2 Doors In)

Site
Fomecten Type the correct Mac
() COM Port
COM Par COM1 address:0010f0006373 here.
@ TCPAP /
MacAddess  OUIOMO0G373
I IP Address 0.0.0.0
I COM Part 8000 S|

Click Ok, you will see below picture, and if the controller is power on, and everything work well,
it will show you "Connected".

. Controller Configuratiol

Controller List:

Controller [D Mame Model Firrmware  Connected Line D Host PC COm AP Mac Address  Site Name

1 DEMO DPU3024NT DPUZ024MT ¥03.02 [} 0 FALYIN-#2405 192168.1.102  0010FO007E5S Keyking Group
1 FPC2000MT Standalone FRCZ2000

02.03 ] 1 KALYIN-<2405 192,168,203 0010FO007500 Keyking Group
‘0.0 ] 3 ] 0.0.0.0

Contraller] 001DP

Add another controller follow above steps.
Done.
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Chapter 3 Trouble shooting

Q1: When I used the controller as a client, the PC searches locally and setup first.
A: correctly.

Q2: How to fill out the controller’s IP address? Can | assign it free?

A: First, you must be sure your ADSL Modem have routing and automatic dialing feature, in
other words, the PPOE feature. Then, controller’s IP and LAN port’s gateway of ADSL
Modem should be in the same network. For example, ADSL Modem’s LAN port is
192.168.1.1, then the controller’s IP is 192.168.1.x; and the X is not equal to “1”.

Q3: The controller’s gateway should use the IP provided by local ADSL, right?

A: The gateway must fill in the LAN port’s IP of ADSL Modem which you are using now. For
example, LAN port of ADSL Modem is 192.168.0.1, then you should fill 192.168.1.1 in the
gateway of controller.
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